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Introduction

Thank you for purchasing On-Core SecuMail. Here at On-Core, we strive to build
quality products and would love to have feedback from you on our applications. The
following gives you instructions for the program, along with contact information in the
event you require technical support.

If you are viewing this document on your iPhone, iPad or iPod Touch, we recommend
that you turn your device so it is in landscape mode. Then pinch & expand the view so
that the text is stretched to use the entire screen to make this document easier to read.
Note that this document can also be downloaded to your computer. Please visit our
website http://www.on-core.com/secumail and look for it on the SecuMail page.

Features

- Interoperates with PGP versions 8, 9 and 10 and GnuPG 1.x and 2.x

- Public Key Encryption & Signing and Decryption & Verification.

- Public Key 'Encrypt & Sign' and 'Decrypt & Verify'.

- Symmetric Encryption and Decryption.

« Supports decoding of MIME encrypted messages, including attachments.

- Supports AirPrint of decrypted messages and attachments on compatible devices.

« Supports opening decrypted messages and attachments on compatible apps.

- TextExpander integration.

- Supports the following symmetric algorithms: AES-256, AES-192, AES-128, Blowfish,
Cast5, 3DES and TwoFish.

« Support for ECDH and ECDSA public cryptography, NSA's Suite-B TOP SECRET
cryptography (NIST P-256, NIST P-384) and draft-jivsov-openpgp-ecc-10 (NIST
P-256, NIST P-384, NIST P-521)

- Option to remember Key pass phrases (with time-out).

- Server passwords and Key pass phrases are stored in the device key chain, for
maximum security.

- Handles gpg, pgp and asc attachments from Mail (for messages and keys)

- Import keys from LDAP, LDAPS, HKP and HTTPS key servers.

- Import keys by Copy/Paste from Safari, Mail or any other program.

- Import keys from pgp, gpg or asc Mail attachments.

« Key Photo ID support.

« Send encrypted text through Email or SMS directly from the app.

- Verification of signed messages.

- Ability to sign your messages.

+ Supports UTF-8 encodings.

- Master signing key.
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Feedback

We encourage all users to provide us with comments, ideas, or improvements you
would like to see in our software. Please do not hesitate to write to: info@on-core.com
with any comments, requests, or simply to encourage us to build more great software.

Technical Support

Please email us at: support@on-core.com with any issues. We will contact you as soon
as possible to help you resolve any problems. Our technical support line is available
Monday through Friday, from 10 AM to 6 PM Eastern Standard Time.

About TextExpander Touch

TextExpander is a 3rd party application from SmileOnMyMac.com that
allows you to create custom abbreviations that expand into words or even
long paragraphs. If you are interested in this app, please visit their

website: http://www.smileonmymac.com/TextExpander/touch/index.html
for more information.

A special thanks to Christian Roessner for the German translations in the app!
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About SecuMail

SecuMail is a partial implementation of the OpenPGP standard (RFC2440,RFC4880)
that leverages your current cryptography infrastructure and allows your iOS devices to
interoperate with it.

It currently implements a subset of the standard that allows you to encrypt and decrypt

OpenPGP messages. It also gives you many options for easily importing and exporting
your keys and encrypted messages.
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Overview

SecuMail is divided in four sections: Encrypt, Decrypt, Keys and Settings.

Encrypt allows you to enter or paste text, and then encrypt it by either using a public
key or using a symmetric cipher with a pass phrase. The resulting encrypted text can
be emailed, SMS or placed on the clipboard.

Decrypt allows you to input an encrypted OpenPGP message, and then decrypt it. If
the message uses a symmetric cipher, you will be prompted for the pass phrase. If it
uses public key cryptography, the necessary key for decryption will be located among
your collection of keys, and used to decrypt the message (asking you for a pass phrase
in the process, if they key requires it).

Keys is where you do your key management for public key cryptography. It lists all the
keys you’ve imported that are available for encryption and decryption. It also allows you
to add new private or public keys.

Settings allows you to specify default values for some operations and also let’s you
configure key servers and other program options.

Signing - Signed messages will be verified for authenticity. You can sign your
messages when sending.

Below we go into more detail about each section and options. We also discuss
integration with other iOS applications.

Clearsign Allows you to create messages in plain text instead of being encrypted. The
signing will allow the recipient to know if the text has been altered or not.
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Encryption

Encryption is done through the Encrypt

screen. Simply type in the text to be
encrypted. For your convenience, if you This .

already have the text you want encrypt in the 1918 8 SeCrel message..
clipboard, tap the Action button on the top left
and select Clear and Paste or Clear and
Paste Quoted (if you want SecuMail to
automatically quote the text pasted). You can
also use the standard paste by double-tapping
in the text area. You can also quickly clear all
the text by selecting Clear from Action menu.

If you want to “attach” files, please see the
Attachments section below. QWERTYU I OFP

Once the text to be encrypted is entered, tap
on the Encrypt button on the top right of the
screen. At this point you will be asked to
choose the encryption mode: Public Key,
Symmetric or Clearsign (if a signature is set Public Key
the the Settings), unless you have specified
only one method in the Settings Mode option. Symmetric

Symmetric simply requires you to enter a

pass phrase which will be required to decrypt
it by any other party. When using Symmetric
encryption, you will be prompted to input a pass phrase that will be used to encrypt the

message.

Clearsign will generate a signature in order to verify the message, but the text itself will
remain “plain” (un-encrypted). If the message is altered after it is generated, the
signature will fail. If you generate an email through this method, you will be required to
enter a To: email address.
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Note: If you only going to use one encryption method, you can configure SecuMail to
use only that method for encryption and after that the system will not need to ask you
for the encryption mode every time. This can be set from the Settings -> Mode option.
It can be set to Ask, Public Key or Symmetric.

Public Key requires that you have a public
key for the person for whom you want to Select Key(s)
encrypt this message. When Public Key is
selected, you will then be taken to a screen
that will allow you to select the public key(s) to
use to encrypt the message. Tap on the row
to add that person and a checkmark will
appear on the right hand side. You can tap on
additional rows to add multiple recipients.

Adam Mclnnis
<adam@oncore.com>
ID: 0669DD3D

Ernesto Corvi

<ernesto@oncore.com>
ID: 52A19CCB

On-Core Info <info@on-
core.com>
Software LLC ID: 077F943C

When finished, tap on the Done button. It will

prompt you to enter your passphrase (if it was Please enter passphrase for key:

not memorized). On-Core Info <info@on-core.com>

f you warnt to send a Clearsign messageto O |
gll the recipients, tap on the Clearsign button Remember Passphrase Q
instead of Done.

Note: that if you do not have any keys, you will need to import one before you can use
this feature (or use Symmetric encryption instead).
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Once the encryption is complete, you will be
asked for the destination of the encrypted text.
The options are: Clipboard, Email and SMS.

Clipboard will place the encrypted text on the Clipboard
clipboard. You can then use it by pasting it .
into any other application. Email
Email will create a new email and attach the SMS

encrypted text as an asc file. If the encryption

method used was Public Key, then the “To”
field will also be auto-completed with the

email address of the key used. Note that any

additional text you add to the email will NOT be encrypted. Once you are done, save or
send the email.

SMS will create a new SMS message containing the encrypted text. Simply fill in the
destination number, and send.

Signing your messages

If you want to automatically Sign your messages, you must select your Private key in
Settings -> Signing - Key. (please see Setting section).

Attachments

You can add certain attachments to your
messages. Attachments can be added in one
of several ways. Tap on the Attachments
button to open the Attachments window. Now tap on the + (plus) button to Add
Attachment: From Photo Album or From Dropbox.

For apps that support the “Open in...” option, you will be able to pass certain types of
files to SecuMail from them. For example most picture formats, text, sound and PDF
files are files that can be opened in SecuMail for attachment purposes.

A-, A, A+ buttons: You can also change the text size for viewing purposes by tapping on
the “A” buttons. A- for smaller, A+ for larger and A for default size.
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In the Attachments screen you will be able to
add, view or delete the attachments. When
finished tap on the Encrypt button to return to
the previous screen. To delete the attachments,
ether swipe across the row or tap on the Edit
button, tap on the red circle to expose the Delete
button and then tap Delete. Remove all will
remove all the attachments.

The total size of a message, with attachments,
that you can send is limited by each device
model. For example an older iPhone 4s seems
to be limited to a maximum of approximately 10
MB of attachments, iPhone 6 about 20 MB, the
iPad (3rd generation) is also limited to
approximately 20 MB or less. If you see the
following Error message saying that “The
operation couldn’t be completed.”, or the app
crashes while trying to “send” the email, that
means that the message is too large to be sent
via the email app.

The number of attachments will be shown on the
main screen by displaying a Badge with the
number of attachments on the Encrypt button.
As an example, this pictures shows “14”
attachments.

Page 11

Attachments

D CSS.docx

3.5 KB

O lanes.png
471 KB

Q Workbook.xlIsx
27.5 KB

Encrypt

This is a secret message...
Error

The operation couldn’t be completed.
(MFMailComposeErrorDomain error 1.)

OK




Decryption
Decryption is done from the Decrypt screen.
Text can be pasted from the clipboard. Simply

tap the Action button on the top left, and
select Clear and Paste.

Version: SecuMail 2.6

If it is an asc, pgp or gpg email attachment, it | WwOECQMCIbk2lgGYSmB70kwBsFKLddnIwK

; ; ; +33wP8DOskAJtNIAom/a2iRPjc/2Ex
can be opened in SecuMail by opening the qafJzsBAyopeH2Z6L FeoK2ISeaEHNLWLyzU84s

attachment in the Mail app and asking it to dNVfYtoPuoJnFaYKaSEppb

open in SecuMail. =KNby
----- END PGP MESSAGE----]

You can also import from a text file if it has an
asc, pgp or gpg extension from within your DropBox folder. Tap on the Files button to
open DropBox.

Once the text to be decrypted is entered, tap
on the Decrypt button on the top right of the
screen. SecuMail will automatically detect if Please enter the message passphrase
the message is encrypted in Symmetric mode

If the message was encrypted in Symmetric
mode, you will be asked to enter the pass
phrase to decrypt it. If a Public Key was used
to encrypt the message, then SecuMail will try
to find the decryption key in your collection of
keys. Once it finds the matching key, it will
use it to decrypt the message. If the key
requires you to enter a pass phrase, then you
will be prompted for it.

You can tap on the “S” if you want to Show the Z X CV BN M
passphrase as you are typing it. It willchange [~~~ S
to an “H”. Tap on the “H”if you then want to

hide the passphrase. Tap the “X” to clear. .71123 space m

If you want to Remember Passphrase, tap on the On button.
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Note: In Public Key mode, SecuMail will ask you if you want it to remember your pass
phrase for the key that was used to decrypt a message. If you choose to remember the
password it will be used automatically when decrypting messages. The period of time
that a password can be stored is accessed from Setup -> Forget Passphrases. You can
have SecuMail ‘forget’ all the stored pass phrases from the Settings screen by tapping
on the Forget Stored Passphrases Now button.

e —

Once the message has been decrypted, the

resulting decrypted message will appear on
the text area of the screen, replacing the
encrypted message. You can tap the Action | This is a secret message...
button on the top left, and select Copy and
Clear to copy the text to the clipboard. You
can also clear all the text by selecting the
Clear option.

If a message that was sent to you was Signed
by the sender, you will see the line “Signature
Verified Successfully”. If the signature is
invalid it will say “Signature Verification
Failed”. To see details about the signing, as
shown in this picture, tap on the signature row
and the details will pop-up.

v Signature Verified Successfully

Message signed by On-Core Info <info@on-core.com>
[077F943C] on 10/23/14, 5:22 PM

Files: You can also decrypt any files that you
have stored on Dropbox. Tap on Files and it
will open Dropbox to select the file.

A-, A, A+ buttons: You can also change the
text size for viewing purposes by tapping on
the “A” buttons. A- for smaller, A+ for larger and A for default size.
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Key Management

The Keys screen allows you to import and
manage your encryption and decryption keys
used in Public Key mode.

}
>edlCl

Pull the window down to expose the search
box. It lets you quickly find the key you are

i i Adam Mclnni
looking for among your collection of keys. dam Mcinnis

<adam@oncore.com>
ID: 0669DD3D - Private/Public keys

Selecting a key gives you the option to copy
the public key (or private key, if available) to
the Clipboard, Email or SMS, so you can
easily distribute it.

Ernesto Corvi
<ernesto@oncore.com>
ID: 52A19CCB - Public key

To import a new key to your co_llection, tap the On-Core Info <info@on-

+ button on the top left. You will be prompted | == core.com>

to import the key From Clipboard, From Key | swacc  ID: 077F943C - Private/Public keys
Server or From DropBox.

From Clipboard will attempt to import a key
from the contents of the clipboard. Note that
the contents should be armored, OpenPGP-
compliant key text. This option gives you the
convenience of importing keys by copy and
pasting them from other apps, such as Safari or Mail.

Note: If you're concerned about sending the keys temporarily over email, this is what
you can do:

- Export one or more keys into an asc file.

- Rename the file as “keys.txt”.

- Encrypt the file with a symmetric cipher.

- Email the encrypted file.

- Open the attachment in the Mail app, then tap on the attachment to open in Secumail.
It will prompt for the passphrase to decrypt.

- Once decrypted, use the action menu on the top right to copy the entire asc message
to the clipboard.

- Now go into the Keys tab, and tap on the Add (+) button, and select "From Clipboard".
- Your keys should now be imported.
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From Key Server will allow you to search and import keys from a key server. Note that
in order to use this option, you need to have at least one key server configured. You
can configure key servers from the Settings screen (please refer to the Settings section
for instructions).

From DropBox will allow you to navigate into your DropBox folder(s) and load keys
from there. Keys must have the .asc, .pgp or .gpg extension in order to import it.

You can also email keys to your device and open them in an Email if they have

the .asc, .pgp or .gpg extension. If you tap-n-hold on the attachment you can then
Open with SecuMail.

To delete keys
Tap on the Edit button on the top right. Next, tap on the red circle on the left side of the

key you want to delete, and then tap the Delete button when it appears. You can also
swipe across the key to bring up the Delete button.

To Export Keys
The action button on the bottom right, allows you to batch Export All Keys (public and

private) or Export All Public Keys (public keys only). You can either export them to the
Clipboard or to send them via an Email.
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Key Information

User ID’s

Some keys may contain multiple User Id’s. To
select the User ID you want to use to send
emails, tap on that key to bring up the Key
Information window. Tap on the User ID you
want to use as the default and a checkmark
will appear next to the ID.

Export

You can also Export a single key from the Key
Information screen. Tap one of the rows to
export the Public, Private or Public/Private key
pair. It will prompt you to save the keys to the
Clipboard or send via Email.

Key Information

USER ID

On-Core Info <info@on-core.com> v

EXPORT

Export Public Key

Export Private Key

Export Public/Private Key

Page 16



Importing Keys from a Key Server

When you have more than one key server
configured, you will be asked to select the key MIT PGP Keyserver
server from which you want to import keys. If
you only have one key server configured, you
will be taken to the server screen directly.

You can search for keys based on User ID or
Key ID.

User ID is the most common way to search
for keys and normally includes a name and
email address. The search is performed
using wildcards, so you don’t need to know
the exact User ID. QWERTYU I OP
Enter the search criteria and then tap Search (— — — — — — — — — —
on the virtual keyboard to begin the search.
If you already have a Key ID you are looking
for, just tap the Key ID scope button, then 4 Z X CVBNWM

enter your Key ID in the search field. The — —
search for Key ID is exact, so make sure you
entered the Key ID correctly. While some 123 space Search
programs require you to enter a Ox prefix
before the Key ID, this is optional in SecuMail. Tap Search on the virtual keyboard to
begin the search.

Different servers will return a different number of search results. Some of them will
require you to be more specific by telling you there were too many results for your
query. If that’s the case, please try to be more specific in your search criteria and try the
search again.

Once you have found the key you want to import, tap on it. It will be retrieved from the
key server and you will be asked to confirm the import operation. After the import is
complete the newly imported key will appear on your list of available keys. If the key
can be used for Public Key encryption or decryption, it will now be available for those
operations.
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Settings

SecuMail can be configured and customized through the Settings screen.

Online Backup/Restore

You can Backup & Restore your Keys to
Dropbox by selecting this option. You can
navigate into folders. You may want to create
a SecuMail folder using the desktop plugin or
through the Dropbox website. To create a
Backup, tap on the Backup button. To
Restore the keys, tap on the backup file you
want to Restore from.

Forget Stored Passphrases Now

If SecuMail has remembered your passphrase
and you want it to forget it, tap on the Forget
Stored Passphrases Now button.

Carrier ¥ 5:53 PM

Settings

Online Backup/Restore

Application Lock
Decryption
Encryption
Signing

Key Management

Forget Stored Passphrases Now

SecuMail Version 2.6

5 a K

Decrypt Keys
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Application Lock

The application lock will allow you to set a
Code to enter SecuMail. For devices that
support Touch ID, it can use your finger print
to allow you access the program. If you tap
on Enter Code or Cancel, it will bring you to
the screen where you can enter the Code
instead.

Note: if you forget your Code, the only way to
reset it is to delete SecuMail and reinstall it
from the App Store! Make sure that you do
frequent Backups to Dropbox.

Application Lock

Enable
Code

Verify

Touch ID U

Enter a new code to replace the existing one

Touch ID for “SecuMail”
Unlock Application

Enter Code Cancel

Decryption Settings

If you want SecuMail to automatically decrypt
a PGP message that is in the Clipboard when
SecuMail is launched, tap on the Auto-
Decrypt Clipboard row and a checkmark will
appear on the line.

Decryption

Auto-Decrypt Clipboard v
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Encryption Settings

Clear Text on Exit If you want SecuMail to )

automatically clear the Encrypt window’s text
when you exit SecuMail, tap on Clear Text on
Exit and a checkmark will appear on the row. | Clear Text on Exit
The benefit of this is that you will not have to
worry about any unencrypted text in the app if | |,clude UTF-8 BOM
someone else picks up your device. The
disadvantage is if you need to launch another

app and then come back, your text will be Mode Ask
cleared.

Algorithm AES-256
Include UTF-8 BOM Check to include an _
UTF-8 Byte Order Mark (BOM) prepending Compression None
the text to be encrypted. Some text editors _
require this mark in order to automatically Email Mode Attach
identify the text encoding.

Include Version.txt v

Mode allows you to set a specific encryption
mode. If you set it to Ask (the default), Master Key
SecuMail will ask you what mode do you want
to use every time you encrypt information. If
you set it to Public Key or Symmetric,
SecuMail will automatically use that mode
when encrypting information.

Algorithm lets you define which encryption algorithm to use when encrypting in
Symmetric mode.

Compression lets you set the way that the PGP message can be compressed. You
can choose between: None, Zip (default), ZLib or BZip2.

Compression Level If a compression is set, you can specify the level to which the
data is compressed. Low gives less compression, but processes faster. The default is
Medium. High will give you the best compression, but will take longer to process.

Email Mode The Email Mode will let you select how the encrypted message will be
included in your email.

- Attach - The encrypted message will be attached in a file with the “.asc” extension.

- Body - The encrypted message will be placed in the body of the email.

- Attach & Body - The encrypted message will be both placed in the body of the email
and also attached on a file with the “.asc” extension.
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Include Version.txt This option is only available when the Email Mode is set to
‘Attach’ or ‘Attach & Body’. Check this option to include an extra attachment named
“Version.txt”, which increases compatibility with certain third party programs that
specifically look for such attachment.

Master Key allows you to select a public key that will be used when encrypting a
message. For example, this could be your own public key (or a company-wide public
key), so you could decrypt messages you sent using your private key. Note that this
key’s email address will not be included as an email recipient.

Signing

If you want to “sign” your messages, you will

select the Digest method and choose the “
Private Key with which you want to sign the
messages. You will be prompted for the
Passphrase when signing. It can be
remembered just like the decryption

Passphrase.

Digest SHA-256

Key On-Core Info <info@on-core.com>

Digest is the hashing algorithm used as part
of the signing process. The default is SHA-256. The options are: MD5, RIPEMD160,
SHA1, SHA-256, SHA-384 and SHA-512.

Key is the Private key that you want to use for signing the messages. Tap on this row
to bring up the selection of Private keys. If a key is chosen and you want to discontinue
signing messages, just tap on the Clear button to clear out the Key.

Key Management

The Key Management section lets you

configure key servers through the Servers
option (see next section on how to configure
key servers). You can also set how long will
SecuMail will remember stored passphrases,
by using the Forget Passphrases option.
You can have SecuMail remember the
passphrase for: Never, 5, 10, 15, 30 or 60
minutes.

Servers

Forget Passphrases 60m

If you want SecuMail to forget all stored passphrase immediately, simply tap the Forget
Stored Passphrases Now button. This will clear the passphrase for Decryption and
Signing.

This screen contains the version number of the application. You can tap the Help
button on the top right to access this documentation from within the app.
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Configuring Key Servers

From the Settings screen, tap on the Servers
row to access the key server list screen.

To add a new key server, tap on the Add New
Server option. That will take you to a new
screen that will allow you to enter your key
server information.

To edit key server information, simply tap on
the key server you want to edit, and you will
be taken to a screen where you can edit the
server information.

Add New Server

Hushmail
LDAP Key Server

MIT PGP Keyserver
HKP Key Server

PGP Public Key Server
Secure LDAP Key Server

B R BC

To delete a key server, tap on the Edit button on the top right. Next, tap on the red circle
on the left side of the server you want to delete, and then tap the Delete button when it

appears.
SecuMail supports the following protocols
(default port numbers appear in parenthesis):
LDAP (389), LDAPS(636), HKP(11371),
HTTPS (443).

To use HTTPS, select HKP as your protocol,
and make sure the Use SSL option is ON.

SecuMail will verify the connection to the
server after you tap on the Save button on the
top right. In the event the verification fails,
please double check that all the information
provided is correct.

Add Server

PROTOCOL

LDAP HKP ’

SERVER

Name

Host

Identity

Password
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Dropbox - Backup & Restore

Dropbox is a free, secure online storage system. You can store up to 2 gb of data on a
Dropbox account. You can mount your Dropbox folder on your computer by using their
extension. You can visit the Dropbox website: https://www.dropbox.com/

You may want to do this so that you can create a backups folder from your desktop
computer. Otherwise you can create folders through their web interface.

The Dropbox option can be found by tapping )
on the Settings -> Online Backup/Restore.

Online Backup/Restore

_Annlication | ock
When you access the Dropbox screen for the
first time, you will be greeted with the Dropbox
logon screen. If you do not have an account,
you will have to create one with a web

browser or the Dropbox App. If you already : PN
have an account and are not logged in, enter o <:> =

your Email and Password.

Dropbox

The app SecuMail would like to
connect with your Dropbox.

This app will have access to your entire
Dropbox.

Email

Password

New to Dropbox? Get the App!
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Once logged in, you will see the folders that
are in your Dropbox account. You will P

probably want to create a SecuMail Backups Used: 131.7 MB - Free: 2.1 GB
folder in Dropbox. You can do this through
their web interface or by installing the
Dropbox extension on your computer, so that
you can mount the Dropbox folder on your
computer. Next navigate into your backups
folder. It will then memorize this location after
you have done a backup.

Up a Level

Adam's iPhone
36.1 KB - Backup Date: 10/23/14, 4:04 PM

Adam's iPhone 4
36.7 KB - Backup Date: 10/17/12, 7:30 PM

Adam's iPhone 4
95.1 KB - Backup Date: 10/17/12, 6:38 PM

Adam's iPhone 4
95.1 KB - Backup Date: 10/17/12, 6:26 PM

Adam's iPad
95.1 KB - Backup Date: 11/2/11, 1:09 PM

The Backup files will be shown with the device
name, date and time that they were saved.

To Backup the data to Dropbox, tap on the
Backup button. You will be prompted for a
password to encrypt the backup file. This
uses 256 bit AES Symmetric encryption to
encrypt the backup file. After you enter the
passphrase, tap Done to Backup the
database.

iPhone Simulator
36.8 KB - Backup Date: 11/2/11, 12:56 PM

Adam's iPad

e R e e e

bk

I

To Restore from a backup file, simply tap on the row that has the backup from which
you wish to restore. A Restore dialog box will appear, allowing you to select Yes to
restore or No to exit. Once the file is loaded, it will prompt you for the password that
you entered when you created the backup file. Enter the password and tap Done.

To Delete a backup file from the Dropbox server, you will have to connect to your
Dropbox account from their web interface. First you will check the files to delete and
then select “Delete” from the “More” pulldown. Please note that when files are “Deleted”
they are only “hidden” from view. You will then need to select the “Show deleted files”
tab. Check the files you want to permanently delete. From the “More” pulldown, select
“Permanently delete”.

The Logoff button will allow you to Logoff the Dropbox account so that your email and
password will be required again to log in to Dropbox.
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TextExpander Setup

TextExpander had to change the way that
Snippets are shared since the earlier versions
of IOS. There will now be a Update Snippets Update Snippets (10)
row on the bottom of the Setup screen
options. Tap on the Update Snippets after
you have made any changes to the Snippets
in the TextExpander app. That will update the ——
Snippets that will be stored in SecuMail.
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Credits

SecuMail is Copyright © 2010-2014 On-Core Software LLC. All Rights Reserved.
All other products are trademarks or registered trademarks of their respective holders.

Portions of this product are:

Copyright (c) 2005 Marko Kreen
All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided
that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and the
following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the
following disclaimer in the documentation and/or other materials provided with the distribution.

THIS SOFTWARE IS PROVIDED BY THE AUTHOR AND CONTRIBUTORS ""AS IS" AND ANY
EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
DISCLAIMED. IN NO EVENT SHALL THE AUTHOR OR CONTRIBUTORS BE LIABLE FOR ANY
DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES
(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES;
LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON
ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE,
EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

Copyright (C) 1995, 1996, 1997, and 1998 WIDE Project.
All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided
that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and the
following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the
following disclaimer in the documentation and/or other materials provided with the distribution.

3. Neither the name of the project nor the names of its contributors may be used to endorse or promote
products derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE PROJECT AND CONTRIBUTORS ""AS IS" AND ANY
EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
DISCLAIMED. IN NO EVENT SHALL THE PROJECT OR CONTRIBUTORS BE LIABLE FOR ANY
DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES
(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES;
LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)

HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF
THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.
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Copyright (c) 2000-2001, Aaron D. Gifford
All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided
that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and the
following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the
following disclaimer in the documentation and/or other materials provided with the distribution.

3. Neither the name of the copyright holder nor the names of contributors may be used to endorse or
promote products derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE AUTHOR AND CONTRIBUTOR(S) ""AS IS" AND ANY
EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
DISCLAIMED. IN NO EVENT SHALL THE AUTHOR OR CONTRIBUTOR(S) BE LIABLE FOR ANY
DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES
(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES;
LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON
ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE,
EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

Copyright (c) 1994 David Burren
All rights reserved.

Redistribution and use in source and binary forms, with or without

modification, are permitted provided that the following conditions

are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and the
following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the
following disclaimer in the documentation and/or other materials provided with the distribution.

3. Neither the name of the author nor the names of other contributors may be used to endorse or promote
products derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE AUTHOR AND CONTRIBUTORS ""AS I1S" AND ANY
EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE

ARE DISCLAIMED. IN NO EVENT SHALL THE AUTHOR OR CONTRIBUTORS BE LIABLE FOR
ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES
(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS

OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER
CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR
TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF
THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.
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Copyright (C) 2002 Michael J. Fromberger, All Rights Reserved.

Permission is hereby granted, free of charge, to any person obtaining a copy of this software and
associated documentation files (the "Software"), to deal in the Software without restriction, including
without limitation the rights to use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies
of the Software, and to permit persons to whom the Software is furnished to do so, subject to the
following conditions:

The above copyright notice and this permission notice shall be included in all copies or substantial
portions of the Software.

THE SOFTWARE IS PROVIDED "AS I1S", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS
FOR A PARTICULAR PURPOSE AND NON-INFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR
COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN
CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

Page 28



